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3agava:
PeanusoBartb ynpaB/ieHMe AOCTYNOM MeXay rpynnamMmm y3sioB CeTMu.
PasgenuTtb WinpokoseLwaTeibHbIA AOMEH

Hanpumep:

T cneumanmctam — AocTyn B /IHTEPHET M KO BCEM Yy3/1aM
«[oCcTAM» - 4OCTYN TONIbKO B IHTEpHET

PelueHus:

1. icnonb3oBaTb MapLupyTusartop wnu daipsonn

C COOTBETCTBYHOLWUM KOJINYECTBOM MapLUPYyTU3INpPyeMbIX NOPTOB.
2. HactpouTtb npaBuia 6paHgmayapa Ha y3nax

3. Pasgenuntb ceTb Ha VLAN u ucnonb3oBaTb Router-on-stick
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* HacTtpauaewm trunk Ha nopty
KOMMYyTaTopa K KOTOpOMY MOAK/THOYEH poyTep
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Router(config)# interface gigabitethernet0/1
Router(config-if)# no ip address

: Router(config-if)# interface gigabitethernet0/1.1

Router(config-subif)# encapsulation dotlq 100
Router(config-if)# no shutdown
Router(config-subif)# interface gigabitethernet0/1.2
Router(config-subif)# encapsulation dotlq 200
Router(config-if)# no shutdown

Router(config-subif)# interface gigabitethernet0/1.3

Router(config-subif)# encapsulation dotlq 300
Router(config-if)# no shutdown
Router(config-subif)# interface gigabitethernet0/1.4
Router(config-subif)# encapsulation dotlq 1 native
Router(config-if)# no shutdown

MogHumMaem nHTepdenc
Router(config)# interface gigabitethernet0/1
Router(config-if)# no shutdown
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* HactpauBaewm IP agpeca n LWko3bl.
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* Hactpamsaem ACL.

ACL

Ip access-list <extended|standard> name
<permit|deny> <tcp|udp> source source-wildcard [operator [port]] destination destination-
wildcard [operator [port]] [log]

CraHpapTtHble ACL

router(conf)# access-list <1-99> <permit | deny | remark> source [source-wildcard]

MpnmeHeHne ACL Ha nHTepdeiice:
router(conf-if)# ip access-group <1-99> <in | out>

Mpumep

R1(conf)# access-list 1 deny 10.0.3.2

R1(conf)# access-list 1 permit any deny ip any any

B KOHUe kaxgoro ACL!

MpumeHeHne ACL Ha nHTepdeince
R1(conf)# interface fa0/1
R1(conf-if)# ip access-group 1 out

in — npaBuio ANA BXoAsALWMX NakeToB
out — npaBuio ansa ncxoaawmnx



ACL

PacwupeHHble ACL

PacwmpeHHbin ACL, npu ykazaHun npoTtokosioB IP, ICMP u ap., no3BonsaeT ykasbiBaTh |P-
aZipeca otnpasuTensa v nosyyarens.

router(conf)# access-list acl-number <permit|deny> <ip|icmp|ospf|eigrp...> source source-
wildcard destination destination-wildcard

PacwmpeHHbin ACL, npu ykazaHum npotokosioB TCP vnu UDP, no3BonseT ykasbiBaTh U
NopThbl OTNpaBuTensa u/nnmn nony4varens:

router(conf)# access-list acl-number <deny|permit> <tcp|udp> source source-wildcard
[operator [port]] destination destination-wildcard [operator [port]] [log]

Mpumep

vlan = 10.0.1.0/24 n vlan2 = 10.0.2.0/24, Bo3HuK/1a He06X0ANMOCTb 3anpeTuTb Tpaduky
XoguTb 13 vlan2 B vlan, Ho 13 vlan Bo vilan 2 AocTtyn Ao/XeH ocTaTbCA MPEXHUM

Ip access-list extended deny_vlan2_to_vianX
deny ip 10.0.2.0 0.0.0.255 10.0.1.0 0.0.0.255
permit ip any any

HasHaunTb ACL:
Interface vlanX
Ip access-group deny_vlan2_to_vianX out



ACL

Wildcard — o6patHasa macka

B oGpaTHOW Mmacke

Tam rge Haxogutca agpec xocta nayt 1
TaMm rge Haxogutca agpec cetu nayt O
O 1 1 moryT 6bITb NepemeLlaHbl!

Hanpumep
ana cetu
172.16.2.4/30

Macka 11111111, 11111111, 11111111. 11111100 - 255.255.255.252

O6parHasa macka/Wildcard 00000000.00000000.00000000.00000011 - 0.0.0.3

[Mogpo6Hee 0 TOM, 3a4eM 3TO NPUAYMaHO MOXHO npoyunTaTb TYT:
https://habr.com/ru/articles/131712/

OFfpg0
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